Calibration Done Right:

Noiseless Flush+Flush Attacks
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What is Flush+Flush ?
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The problem
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Interconnect topology
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Improved F+F Covert
Channel Result
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Key take-aways

e Results

 3x improvement over Naive Flush+Flush

e Better Flush+Flush beats Flush+Reload by 3-4 %

e 8-core true capacity : 5.57 Mbit/s

e Also improve AES T-table attack using Flush+Flush

e Think about Cache Coherence

 Think about Slices and Topology



Thank you

Questions ?



